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1. Overview



Overview

 RedLeaf OS with novel isolation mechanism

* NO costly hardware-based isolation
* Relies on type and memory safety of Rust
* IDL that supports cross-domain call proxying

* (Engineering) POSIX-subset, NVMe, 10Gbps Intel ixgbe

network



2. Background
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- Domains: a unit of resources and info (A83ZH

 Domains can be cleanly terminated

:E

=SB ST R)

 The faults and crashes in one domain do not affect other

domains

« Shared objects cause many problems !



2.2 History of Isolation

Cedar KaffeOS

Multics Pilot Scomp SPIN J-Kernel Mondrian

VINO . .
Singularity

| | | | | | | |

1973 1980 1983 1995 1996 1999 2002 2005
Year



2.2 History of Isolation

Cedar KaffeOS
O O
Pilot Scomp SPIN J-Kernel Mondrian
VIN . .
o o o © ® ® Singularity
o
o

- 1976
- Influence Unix
- Subsystem Isolation

1973 1980 1983 1995 1996 1999 2002 2005
Year

Background: History of Isolation



2.2 History of Isolation

Cedar KaffeOS

O o
Multics Pilot SPIN J-Kernel Mondrian
VINO ) .
O o o ® ® Singularity
O

- IOMMU, Rings ’

1973 1980 1983 1995 1996 1999 2002 2005
Year

Background: History of Isolation



2.2 History of Isolation

Cedar KaffeOS
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- First language-based isolation
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2.2 History of Isolation

Cedar

O
Multics Pilot Scomp SPIN
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- “Language safety alone is not sufficient”
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2.2 History of Isolation

Cedar
O
Multics Pilot Scomp SPIN
VINO
O O O O
O

KaffeOS
O
J-Kernel Mondrian
® ® Singularity
O

- Systems remained monolithic
- Isolation was EXPENSIVE !

1973 1980 1983 1995 1996
Year

1999 2002 2005

Background: History of Isolation
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2.3 Isolation Mechanisms &
Drawbacks

* Hardware Isolation & Latency
« Segmentation (46 cycles)
« Page table isolation (797 cycles)
« VMFUNC (396 cycles)
* Memory protection keys (20-26 cycles)

* Language based isolation

« Compare drivers written (DPDK-style) in a safe high-level language (C,
Rust, Go, C#, etc.)

 Managed runtime and Garbage collection (20-50% overhead on a
device-driver workload)
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2.5 Rust

Rust

Background: Rust

22



2.5 Rust

» O

Rust

N

Vector

Background: Rust

23



2.5 Rust

Rust

Vector

Background: Rust

24



2.5 Rust

Rust
O s
Vector

Background: Rust

25



2.5 Rust

Rust
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2.5 Rust

Rust

Compile-time GC
O s

e

Vector
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2.5 Rust

* Mostly use Rust as a drop-in replacement for C

 Numerous possibilities
 Fault Isolation
* Transparent device-driver recovery
« Safe Kernel extensions

* Fine-grained capability-based access control etc.



2.6 Fault Isolation in Language-
based Systems

* Fault Isolation as is mentioned before:

* Domains can be cleanly terminated

 The faults and crashes in one domain do not affect

other domains



2.6 Fault Isolation in Language-
based Systems
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2.6 Fault Isolation in Language-
based Systems

Domain Foo Domain Bar
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L7 -7 fn bar() {

-7 do_foo(&obj1, &obj2);
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do_work(obj2);

____________________________\
S S
—

N e e e e e e e e e e e e e e e e e e e e e e e e e e — N e e e e e e e e e e e e e e e e e e e e e e —



2.6 Fault Isolation in Language-
based Systems

Domain Foo Domain Bar
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wwor |/

do_foo(&obj1, &obj2); —

Cfn foo(objl: &Objectl,
obj2: &0bject2) {
do_work(obj1);
do_work(obj2);
}
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2.6 Fault Isolation in Language-
based Systems
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2.6 Fault Isolation in Language-
based Systems

Domain Bar
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2.6 Fault Isolation in Language-
based Systems

Domain Bar
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2.6 Fault Isolation in Language-
based Systems
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2.6 Fault Isolation in Language-
based Systems. Deep Copy

aaaaaaaaaaaaaa

—— . — . — — o —— ——————————— ——— —— . . — — ——— . —————————— —————

: fn bar(.. ) {
| do_

f foo(objl:0bjectl, obj2:0bject2) { |
call_other(obj1, obj2); | L}
|

|
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2.6 Fault Isolation in Language-
based Systems. Deep Copy
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2.6 Fault Isolation in Language-
based Systems. Deep Copy
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2.6 Fault Isolation in Language-
based Systems: Deep Copy
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: fn bar(.. ) {
| do_
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2.6 Fault Isolation in Language-
based Systems: Deep Copy

aaaaaaa

—— . . — — ——— . —————————— —————

|
: fn bar(.. ) g
do_work(&obj1, &obj2);

Overhead

Q/Q\Q
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2.6 Fault Isolation in Language-
based Systems: Singularity
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2.6 Fault Isolation in Language-
based Systems: Singularity
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2.7 Summary of Background
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Secure OS Safe Rust
Language
Language- Fault Isolation
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3. RedLeaf



3.1 Architecture

Microkernel
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3.1 Architecture
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3.2 * Trust Base

* Rust compiler

* Rust core libraries (crates)

* Non-malicious devices (can be spared by IOMMU)



3.3 Fault Isolation

 After a domain crash
* Unwind all threads running inside
» Subsequent invocations return error
* All resources are deallocated

* Other threads continue execution



3.4 Heap Isolation

fn bar(....) {

|
|
|
|
|
|
fn foo(objl: Objectl
658 ) . : do_work(&obj1, &obj2);
|
|
|
|
|
|

obj2: Object2) {
call_other(objl, &obj2);

e e e

} ) !
O A e O
.-F |
= |
O O - O O
|
Private Heap : Private Heap
N 4 X

Domain Foo Domain Bar



3.4 Heap Isolation

fn bar(....) {
do_work(&obj1, &obj2);

/Q\

o O

Private Heap

B R R R R R R R AR

B ——

Domain Bar



3.4 Heap Isolation

Domains never hold pointers to other domains

R e e

RedLeaf: Heap Isolation Y4



3.4 Heap Isolation

e e e

fn foo(objil:
obj2: RRef<T>) {
call_other(objl, &obj2);

}

Shared Heap

Objectl,

O

O

AN

O

Private Heap

Domain Foo

|
|

|

|

i

| fn bar(....) {

| do_work(&obj1, &obj2);
|

|

|

|

|

|

Domain Bar



3.4 Heap Isolation

Special éhér\dheép foFBQQQi’ﬁE&mects

‘ \
between domains R L.
call_other{objl,-&0bj2); ; g
} { }
OWE B O
oihe ol
PPPPPPP Heap Private Heap
et Domain Bar
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3.4 Heap Isolation

fn foo(objl:
obj2: RRef<T>) {
call_other(objl, &obj2);

Shared Heap

Objectl,

fn bar(....) {

O

7

O

Private Heap

he g 0

|
|
|
|
|
|
|
: do_work(&obj1, &obj2);
|
|
|
|
|
|

S —

Domain Foo

i ——

Domain Bar

RedLeaf: Heap Isolation
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3.4 Heap Isolation

1. Short for Remote Reference
2. Like Rust’'s Box<T>
3. Stores metadata of RRef<T> on the heap

B ey S S S S

Domain Foo

RedLeaf: Heap Isolation
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3.5 Exchangeable Types

« Exchangeable Types can be:
* RRef<T> itself
« A subset of Rust primitive Copy types (not references or pointers)
« Composite types constructed out of exchangeable types

» References to traits with methods that receive exchangeable types



3.5 Exchangeable Types

fn foo(objl: Objectil,
obj2: RRef<T>) {
call_other(obj1l, &obj2);

/Q\
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Private Heap

}
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|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
\

—

Domain Foo



3.5 Exchangeable Types

________________

- ——— -

Shared Heap

Objects\in shared heap can only be
exchangeable types

| fn foo(objl: Objectl, \
' obj2: RRef<T>) {
call_other(objl, &obj2);

N

RedLeaf: Exchangeable Types
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S Exchangeable Types
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3.6 Ownership Tracking

struct RRef<T> { :
domain_id: u32, :
borrow_cnt: u32 :
data_ptr: *mut T ———

_________________ / Shared Heap

fn foo(objl: RRef<T>,
obj2: Object2) {
call_other(objl, &obj2);—+—|

AN

L —> fn bar(....) {
do_work(&objl, &obj2);

fn proxy_bar() {
domain_id = x;
borrow_cnt = y;

' }

o O

Private Heap

v / \
\ 7 L Yy §

T s ———

Domain Foo Trusted Proxy Domain Bar

T ——




3.6 Ownership Tracking

fn foo(objl: RRef<T>,
obj2: Object2) {

}

struct RRef<T> {
domain_id: u32,
borrow_cnt: u32
data_ptr: *mut T

Shared Heap

fn proxy_bar() {

call_other(obj1l, &obj2);—+—1| domain_id = x;
borrow_cnt = vy;

O

O

7

Private Heap

N

}

O

[
I
[
[
|
//T* fn bar(....) {
| do_work(&objl, &obj2);
i
[
[
|
[
[
[
[
[
[
[
|
[

T s ———

Domain

Y € /

Foo Trusted Proxy

T ——

Domain Bar

RedLeaf: Ownership Tracking
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3.6 Ownership Tracking

_________________

struct RRef<T> { :
domain_id: u32, €
|

— Owner Domain
st ——s  Reference Count

_________________ ~ilUdLICu IcUup I

fn foo(objl: RRef<T>,
obj2: Object2) {
call_other(objl, &obj2);—+—

PN

fn proxy_bar() {
domain_id = x;
borrow_cnt = y;

do_work(&obj1l, &obj2);
}

o O

Private Heap

A \
\ \ 4 K j AN //

T s ——— T ——

Domain Foo Trusted Proxy Domain Bar

|
I
|
i
//%* fn bar(....) {
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

RedLeaf: Ownership Tracking



3.6 Ownership Tracking

struct RRef<T> { :
domain_id: u32, :
borrow_cnt: u32 :
data_ptr: *mut T ———

V| N _____ / Shared Heap

fn foo(objl: RRef<T>,
obj2: Object2) {
call_other(objl, &obj2);—+—|

AN

fn proxy_bar() {
domain_id = x;
borrow_cnt = y;

do_work(&obj1l, &obj2);
}

}

o O

Private Heap

v / \
\ y € y N

T s ———

Domain Foo Trusted Proxy Domain Bar
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3.6 Ownership Tracking

_________________

|
. _ / Shared Heap

 RRef<T> can be passed between domains
 “Move” Semantic

e AN e e P A

B |
I l
|
O . |}
|
|
/ \ !
|
|
|
|
Private Heap : L
Domain Foo Trusted Proxy Domain Bar

RedLeaf: Ownership Tracking



3.6 Ownership Tracking

________________

{... h

(. J
’

4 N :
Dom A ~\;‘ Shared Heap !
b.foo(x); L r ) :
... . | |dom_id: A :
- P |
/ I I
r A 1 X I
Proxy : y: RRef<Y>|4 |
fn foo(x: RRef<X>) : :
-> RpcResult<()> {| ' 3 :
5o [ 1
x.move_to(B); 'y - 1
ret = b.foo(x); = dom_id: _ :
1! 1
i i Y :

\ J 1
— X, I
e L] !
Dom B AN '
1 “ \ 1
fn foo(x: RRef<X>) Pt :
-> RpcResult<()> | @ OEOOOD
1 I
1 1

Microkernel




3.6 Ownership Tracking

________________

N
Dom A “‘k‘ Shared Heap
b.foo(x); i g )
... L | [dom_id: A
\ o
/ ' X
\ 1
<; Proxy : y: RRef<Y>|4 |
fn foo(x: RRef<X>) : :
-> RpcResult<()> { | ' g /
LY l '
x.move_to(B); L { } :
ret = b.foo(x); | | dom_id: -
| — I

Global Reglstry of aIIocated objects

fn g%o(x RRef<X>) :
-> RpcResult<()> : E.DDDD
T “Heap Registry

[ U U U U U U

Microkernel

RedLeaf: Ownership Tracking
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3.7 Cross-domain Call Proxying

struct RRef<T> {
domain_id: u32,
borrow_cnt: u32
data_ptr: *mut T ———

} :

I i 4 Shared Heap

\

X
- I ~ = T T T T T T = —— ~
I/ \\ \\ / ’/ \l
| | : : :
: \\ : : |
| \ . i |
| fn foo(objl: RRef<T>, : : :
| obj2: Object2) { : fn proxy_bar() { /r' ) {' ; :
: call_other(obj1, &obj2);—+1 is_alive(); | do_work(&obj1l, &obj2); I
I} : create_cont(); : :
| domain_id = x;

| = '
: | borrow_cnt = y; : :
| Q | } | } |
| I |

I
| / \ | | |
| | I |
| | I |
| | I |
| | I |
I | I |
l Private Heap : : :
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3.7 Cross-domain Call Proxying

. A N
© | struct RRef<T> { :
i domain_id: u32,

| JEEE, Check if domain is alive
o~ Create continuation

/ n

| oves ownersnip o

|

[

| \

| fn foo(objl: RRef<T>, RRef<T>

[ obj2: Object2) { . _ .

| call_other(obj1, &o0bj2); i do_work(&obj1, &obj2); .

I} |

I | I

: ! !

| O ! |

[

I | |

| ./ \. I :

- O O | |

I : :

[

: Private Heap ! ]

\ /
Domain Foo Trusted Proxy Domain Bar
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3.7 Cross-domain Call Proxying

et e |
 Where does the proxy comes from ?
° IDL (Interface Deflnltlon Language)

_____________________

\
fn foo(objl: RRef<T>,
obj2: Object2) {
call_other(objl, &obj2);

/O\

O O

Private Heap

L fn bar(....)|{
do work(&objl, §o0bj2);

l
|
|
|
|
|
|
I
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
\

P ettt S g et

s s—————

————— e ———————— —_————eme—m e —————

Domain Foo Trusted Proxy Domain Bar

RedLeaf: Cross-domain Call Proxying



3.8 IDL & IDL Compiler

pub trait BDev {

fn read(&self, block: u32, data: RRef<[u8; BSIZE]>)
-> RpcResult<RRef<[u8; BSIZE]>>;
fn write(&self, block: u32, data: &RRef<[u8; BSIZE]>)
-> RpcResult<( )>;
}
#[create]

pub trait CreateBDev {
fn create(&self, pci: Box<dyn PCI>)
-> RpcResult<(Box<dyn Domain>, Box<dyn BDev>)>

RedLeaf: IDL & IDL Compiler
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3.8 IDL & IDL Compiler

00
pub trait BDev { Interface
fn read(&self, block: , data: RRef<[u8; BSIZE]>)
-> RpcResult<RRef<[u8; BSIZE]>>;
fn write(&self, block: , data: &RRef<[u8; BSIZE]>)
-> RpcResult<( )>;
}
#[create]

pub trait CreateBDev { Create d domain

fn create(&self, pci: Box<dyn PCI>)
-> RpcResult<(Box<dyn Domain>, Box<dyn BDev>)>

RedLeaf: IDL & IDL Compiler
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3.8 IDL & IDL Compiler

IDL

// Interface definition

pub trait BDev {...} @
IDL

// Domain create trait @

#[create]

pub trait CreateBDev{...}

vy

pub trait BDev { ... } ©)
’ pub trait CreateBDev{ ... } (4)
IDL Compiler Domain Entry Function G

’ Domain Create Function ()

{ BDev Proxy

RedLeaf: IDL & IDL Compiler

BDev domain

Ling
\ Domain code

_______________ N

Microkernel
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3.8 IDL & IDL Compiler

Static Analysis on AST
to extract interface definition

IDL

// Interface definition
pub trait BDev {...} @

IDL

// Domain create trait @
#[create]
pub trait CreateBDev{...}

vy

IDL Compiler

pub trait BDev { ... }

®

pub trait CreateBDev{ ... } (4)

Domain Entry Function

N

®

J

{ Domain Create Function ()

[ BDev Proxy

@)

RedLeaf: IDL & IDL Compiler

Microkernel

80



3.9 Summary of RedLeat

: Exchangeable Ownership
Architecture Types Tracking
Trust Base RRef<T> Cross-domain
Call Proxying
: : IDL & IDL
Fault Isolation Heap Isolation Compiler




3.10 Device Driver Recovery

fn foo(obj1: Object1, obj2: RRef<T>) {

}

call_other(obj1, &obj2);

———————————— — ——— — — ———

Domain Foo

s ————— — ——— — —————— —  — — ———

——— ——— ——— — ——— — — — — — — — — — —

e ———————

Shadow domain

-

/

Trusted Proxy

A

fn bar(....) {
do_work(&obj1, &obj2);

———————————— — — ——— — — ————

Domain Bar

———————————— — — ———— — — — —



3.10 Device Driver Recovery

fn bar(....) {
do_work(&obj1, &obj2);

call_other(obj1, &obj2);
}

\
|
:
fn foo(obj1: Object1, obj2: RRef<T>) { :
|
| }

[
I
I
|
|
|
|
|
|

- —————————

Q/ \Q identical interface
e Hoan * Interposes on all communication

‘\ ," I I I K j | i
) \
\ 7/ AN ~ / g N 7 4

————————————— — — ——— — — ——

| () . Warps the interface to expose an

N e

Domain Foo Shadow domain Trusted Proxy Domain Bar
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3.10 Device Driver Recovery

AT T N\ TTTTTTTT N Y

fn proxy_bar() {
check_if_alive();
create_cont();
return Err(..);

}

fn foo(obj1: Object1, obj2: RRef<T>) {
call_other(obj1, &obj2);

O
TN
O O

Private Heap

s ————— — ——— — —————— —  — — ———
——— ——— ——— — ——— — — — — — — — — — —

———————————— — ——— — — ——— e ———————

Shadow domain Trusted Proxy



3.10 Device Driver Recovery

AT N\ TTTTTTTT N Y

\
| |
|| |
: : : | fn proxy_bar() {
| fn foo(obj1: Object1, obj2: RRef<T>) { : : : E:\:actl(;l:;a:‘l&/;();
: }call_other(obj1, &obj2); | : fn bar() { : return Err( )"
| W
| gy D
| |
: : :Cr-e’;:l;_init(); |
: O i ’
| | '
| || |
| || |
| || |
| | | |
|| |
: | : |
. |
| Private Heap P | |
\ / |
: . . |
\\ // \\ // \ /

———————————— — ——— — — ——— e ———————

Shadow domain Trusted Proxy



3.10 Device Driver Recovery

I/’_ _____________________ Y (/F _______ \\l e N\ A A
| ' | ' fn bar(...) { |
: I : | fn proxy'_bar.(){ l A : . |
{ fn foo(obj1: Object1, obj2: RRef<T>) { i : : E:\::tlz_nzsa:lltlzf(); i do_work(&obj1, &obj2); :
! ey _ ; |
: ) call_other(obj1, &obj2); : : fn bar() { i return Err(..); : } :
| }
i || | | |
| | I
: Q : : replay_init(); i : i
| }
i || | | [
I »n |
i || o |
: Q/ \O ! Transparent Device :
| | |
I || o \/ |
| | Driver Recovery |
: \ Private Heap P | , . |
I\\ \ ,, // \\ //I k J l\\ //I

—————————————— ——— — — —— e ———————

————————————— — — ——— — — ——

Domain Foo Shadow domain Trusted Proxy Domain Bar
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4. Evaluation



4.1 Communication Cost

Operation Cycles
seL4 834
VMFUNC 169
VMFUNC-based call/reply invocation 396
RedLeaf cross-domain invocation 124
RedLeaf cross-domain invocation (passing an RRe f<T>) 141
RedLeaf cross-domain invocation via shadow 279
RedLeaf cross-domain via shadow (passing an RRef<T>) 297

Evaluation: Communication Cost

38



4.2 Language Overhead

« Hashtable - (FNV hash, open addressing, <8B, 8B>)
 C, Idiomatic Rust, C-style Rust,

 C-style Rust: No higher order functions usize, usize
* |diomatic Rust - Option<(usize, usize)>

* Vary the size (212 to 226 at 75% full)



=
b

TSC ratio normalized to C

Language Overhead

idiomatic-rust-set() —e— idiomatic-rust-get() —»—
c-style-rust-set() —— c-style-rust-get() ——
1.5 - . . |

1.25
1
0.75
0.5
0.25

0 ! ! ! J T T \

12 14 16 18 20 22 24 26

Number of elements in the hash table (power of two)
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4.3 Device Drivers: ixgbe

Linux = redleaf-domain rv6-shadow

DPDK = redleaf-shadow mmmm linerate — —
redleaf-driver s rvé-domain D

20 e e o s ....................................... ....................................... ........................................

Pkts/s (Million)

Tx-64-1 Tx-64-32 Rx-64-1 Rx-64-32
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4.3 Device Drivers: NVMe

IOPS (K)

500
400
300
200
100

fio ™ redleaf-domain C—— rve-shadow [
SPDK == redleaf-shadow mmmmm
redleaf-driver rv6-domain D

read-4k-1 read-4k-32  write-4k-1  write-4k-32

Evaluation: Device Drivers 92



4.4 Application Test: Maglev

Linux &= redleaf-shadow =

DPDK s rv6-domain
redleaf-driver s rve-shadow 1
redleaf-domain ———1 line rate — —
1 LR e —— e -
,@ I
g 12 [ -
S 8
D
2 4
o
0

maglev-32
Evaluation: Application Test 93



4.4 Application Test: Httpd

Linux &= redleaf-shadow ==

DPDK s rv6-domain
redleaf-driver s rv6-shadow 1
redleaf-domain ———1 line rate — —
)
'8 200 L -
(4]
‘é’ 150 b o B _
i -
t 100 B B -
n
E 50 I e —
X
L0
httpd

Evaluation: Application Test



4.4 Application Test: KV-Store

c-dpdk mm—
R . redlieaf-driver: .

wq’w\\\
o

WA
\.J

6/6 u;%
A\
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4.5 Device Driver Recovery

)

g 2000 ................................ e e e ea e e e ee e e e e eea s _ 800
m .
= 1500

=

£ 1000 -

o &

- :

o |

S 500 ;

=

=

o 0 | | i | ~ 0
s

Time (sec)

Evaluation: Device Driver Recovery

Write Throughput (MB/sec)
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5. Conclusion & Insight



5.1 Conclusion

* Heap isolation, exchangeable types, ownership tracking, interface

validation, cross-domain call proxying
* Provides a collection of mechanisms for enabling isolation

A step forward in enabling future system architectures
» Secure kernel extensions
« fine-grained access control

« transparent recovery



