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1: An overview of CI/CD pipelines.
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Contribution

- Security properties (SP)

- Analysis of the five most popular CI/CD platforms

- Attack scenario through third-party scripts hosted on GitHub

- 18% of repositories in dataset use vulnerable third-party scripts



Research Questions

1. What are the security properties that need to hold to have a secure
Cl/CD?

2. How does GitHub Cl compare to other public CI/CD platforms
according to SPs?

3. How does usage behavior of workflows affect GitHub CI SPs?






Answer to RQ1: Security Properties

I s/ MUBREN S 4 H AR O TIERNREER.

- Admittance Control (AC): &8 CI TIE%
- Execution Control (EC): fit% Cl TIER:

- Code Control (CC): =%l Cl RS

- Access to Secrets (AS): &IBER4A;



Answer to RQ2: Permissions

Permissions
CI/CD Platforms | Coderead | Code write
TravisCI [ ) o*
CircleCT [ 34 o*
Jenkins [ 34 o*
Gitlab CI external [ 34 o*
Gitlab CI internal [ 3¢ oY
GitHub CI [ 34 [ M

GANRERX SP B, AXRKRN SPAHE.



Answer to RQ2: Scripting

Plugins
CI/CD Platforms | First-party | Third-party | Mutable | Review
TravisCI [ ) o> ov o*
CircleCI [ 34 @o* oY o*
Jenkins ov [ 3 ov o*
Gitlab CI external [ 34 ov ov o*
Gitlab Cl internal [ 34 ov ov o*
GitHub CI [ 34 @o* [ 2o o*

&R Plugins B Scripts FIER, Mutable 3 Scripts BRI EEEH, FaAR
xR SPHM, AXKRIF SPEE.
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Answer to RQ2

TravisCI  CircleCI  Jenkins Gitlab CI extrernal Gitlab CIinternal Github CI
[J

(C1) Contributor can add workflow [ o [ [
Admittance Control (C2) CI/CD run can NOT add new workflow [ ) [ ] O [} [ ) ov
(C3) Executes workflow from PR only after merge [ ] [ o] [ ] [ [
Execution Control (C4) Contributors can modify the triggers [ [J [] [ ] [ ] ._
(C5) CI/CD run can NOT modify the triggers [ ] [ ] [ ] [ ] o
Code Control (C6) CI/CD run can NOT modify the code [ ] [ ] O [ ] [ ] (e}
(C7) CI/CD run is deterministic based on config [ ] [ ] [ ] [ [ J or
(C8) Masked [} [} [ [ ) [ [ )
Access to Secrets (C9) Accessible only to explicitly authorized steps (@] (@] o [ J [ J (]
(C10) Restricted from pull requests [ ] o [ [ J J [

RIEPWI AR SPAE, W EirRTiZEME workflow-dependent i (Bl sementic
#).
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GHArchive m»
GitHub REST API
11,438 Scripts
213,854 Repositories
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https://www.gharchive.org/

Workflows

Workflow Permissions only 0.2% of all workflows use permissions

Workflow Triggers 51.7% of public repositories run on self-hosted
machines can be triggered by PR

Workflow Secrets Third-party scripts can access the secrets & Some
developers pass the secrets in plain text to allow forked
versions to run the workflows
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Third-party Scripts

Verified vs Unverified Scripts The majority of the scripts are from
non-verified creators (97%).

Third-Party Scripts’ References Developers do not reference Third-party
scripts by using commit hash, despite the security risks.

Vulnerability Analysis 38,315 or 17.9% use at least one potentially
vulnerable scripts due to not upgrading the version.

TERESWHRERT git-vuln-finder =, J&@3F Git Commit Log FXFTRERVIRIE -
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https://github.com/cve-search/git-vuln-finder
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Next Paper
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